VPN Configuration for Remote Management System

Log into your rms.tyconsystems.com account.
First, you will need to add a device.
Make sure the device you want to add is powered on and has a connection to the internet.

Click on the ADD button.
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For the device series, select RUT.

Enter a name for your device. This can be anything you choose.

Enter the 10-digit serial number. This is printed on the bottom of the device.
Enter the 12-digit MAC Address. This is printed on the bottom of the device.

Enter the password. If you have not changed the password, enter the one printed on the bottom of
the device.

Click on Submit.



Manual From File

This form is used to add a device or multiple devices to your RMS company. To successfully add a device,
you must use your device’s serial number and MAC address (or IMEI if you are adding a TRB device), both of
which can be found on the box the device came in, as well as in your router web settings.
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SUBMIT

An status window will appear and tell you if it was successful.



ACTION STATUS - X

If your device's RMS connection type is "Enabled”, the device will try to connect to
RMS every 2-5 minutes, if it isn't connected already. If the device hasn't connected to
RMS in 14 days, it will go into "Standby™ mode. In "Standby” mode, the device tries to
connect to RMS every & hours, if it isn't connected already. If your RMS connection
type is "Disabled”, the device will not connect to RMS. In order to connect
immediately, you can go into your device's RM5S settings and press "Connect”.

You can close this window anytime, your device will be added and continue
connecting. Once your device has connected, its status will change to "Online”.
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If the device status shows a red triangle, the password is incorrect. Click on the red triangle and
enter the password again.
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If the status for the device shows a black circle (not activated), it may take a minute or two for it to
turn green.
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Click on VPN hubs then click ADD.
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Give the VPN a name and select a location from the drop-down menu, then click CREATE.

ADD NEW VPN HUB - X

This menu is used to create a new VPN hub. You will be able to further customize your
VPN hub after creation. The description and tags are only used for management
purposes.

N Ifa VPN hub is inactive for 180 days, all configured VPN clients in the hub
will have to update their configuration files to successfully connect to the hub.

VPN hubs get disabled automatically in these circumstances:
- The VPN hub does not have any dients configured for 24 hours.
- The VPN hub is inactive (no clients connect to it) for 14 days.
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Click on the VPN you just created.
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You will need to add an RMS user and an RMS device. Click on ADD.

Click the plus symbol to add the RMS user, then click CONFIRM.



ADD CLIENT - X

EMS Users  RMS Devices Custom User

Using this menu you can add new clients to the VPN hub. They will be assigned
different IP addresses via DHCP, although you can later set a static |P for each user.
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Click on the download button to download the VPN Configuration file. We will use this later.

ACTIONS NAME IP ADDRESS TYPE (3 ENABLED

T your@email.com DHCP RMS user ()
off on

Select RMS Devices, then click on the plus symbol next to the device you want to add, then click
CONFIRM.
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Using this menu you can add new clients to the VPN hub. They will be assigned
different IP addresses via DHCP, although you can later set a static IP for each user.
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Select Routes and enable LAN forwarding.
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Click on ADD ROUTE. You can use Auto Scan to find devices that are connected to the LAN, or you
can enter them manually.



To use Auto Scan, click on the Device box. Then select the device you want to scan.

ADD ROUTE - X

Auto Scan Manual

This menu allows you to automatically add an extra route to your VPN client from a
list of previously discovered addresses. Auto scan can only be used on RMS device
VPN clients. If this is an RM5 device, depending on your configuration, you may also
need to activate LAN (or WAN) forwarding.
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Click on SCAN DEVICE.

ADD ROUTE - X

Auto Scan  Manual

This menu allows you to automatically add an extra route to your VPN client from a
list of previously discovered addresses. Auto scan can only be used on RMS device
VPN clients. If this is an RMS device, depending on your configuration, you may also
need to activate LAN (or WAN) forwarding.
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Select the device you want to add, then click on ADD.



ADD ROUTE - X

Auto Scan Manual

This menu allows you to automatically add an extra route to your VPN client from a
list of previously discovered addresses. Auto scan can only be used on EM% device
VPN clients. If this is an RM5 device, depending on your configuration, you may also
need to activate LAN (or WAN) forwarding.
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To add a device manually, select Manual. Enter the IP address, Netmask, and Client.

ADD ROUTE - X

Auto Scan  Manual

Here you can manually add an extra route to your VPN connection. If this is an RM5
device, depending on your configuration, you may also need to activate LAN (or WAN)
forwarding.
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192.168.2.1

Metmask
255.255.255.255
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After making these changes the VPN Hub needs to be restarted. Click on RESTART HUB.
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The VPN is now configured in RMS. To test it, download and install OpenVPN Connect at
openvpn.net/client/

In OpenVPN Connect, click ULOAD FILE.
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Drag and drop to upload *OVPN profile
You can import only one profile at a time.
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Now you will need the .pvpn configuration file that you downloaded earlier.
Drag the .ovpn file to OpenVPN window or select it by clicking BROWSE.
Click CONNECT.
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Now you can test the connection by entering the IP address in a web browser.
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